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1.1 Introduction

This security target describes the security needs induced by the IDmove v5 on IDEMIA in EAC with PACE
configuration and LDSv2, AA in option product.

The objectives of this Security Target are to:

o describe the Target of Evaluation (TOE), its life cycle and to position it in the smart card life cycle,

e describe the security environment of the TOE including the assets to be protected and the threats to be
countered by the TOE and by the operational environment during the platform active phases,

o describe the security objectives of the TOE and its supported environment in terms of integrity and
confidentiality of sensitive information. It includes protection of the TOE (and its documentation) during the
product active phases,

o specify the security requirements including the TOE functional requirements, the TOE assurance
requirements and the security requirements for the environment,

o describe the summary of the TOE specification including a description of the security functions and
assurance measures that meet the TOE security requirements,

e present evidence that this ST is a complete and cohesive set of requirements that the TOE provides on an
effective set of IT security countermeasures within the security environment, and that the TOE summary
specification addresses the requirements.

1.2 Product overview
IDmove v5 product is a multi-configuration MRTD product. It provides four configurations, which are:

IDmove v5 on SCR404U in BAC configuration with AA and/or CA in option,

IDmove v5 on SCR404U in EAC configuration with AA in option,

IDmove v5 on SCR404U in EAC with PACE configuration and LDSv2, AA in option,
IDmove v5 on SCR404U in PACE configuration with AA and/or CA in option.

IDmove v5 on IDEMIA Operating System is embedded in the components identified in [IC_ST] manufactured by
IDEMIA.

Mutatis mutandis, the product may also be used as an ISO driving license, compliant to ISO/IEC 18013 or ISO/IEC
TR 19446 supporting PACE, AA and CA, as both applications (MRTD and IDL) share the same protocols and data
structure organisation.

Therefore, in the rest of the document, the word “MRTD” MAY be understood either as a MRTD in the sense of
ICAQO, or a driving license compliant to [ISO_18013] or ISO/IEC TR 19446 depending on the targeted usage
envisioned by the issuer.
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2.1 ST reference and TOE reference

2.1.1 ST reference

Title IDmove v5 on SCR404U in EAC with PACE configuration and LDSv2, AA in option
— Public Security Target
Version 7.0
Authors IDEMIA
Publication date 21/11/2023
CC version 3.1 revision 5
EAL EAL5 augmented with:
e ADV_IMP.2,
e ADV_INT.3,
e ADV_TDS.5,
e ALC_CMC.5,
e ALC TAT.3,
e ALC FLR.3,
e ALC DVS.2,
e ATE_COV.3,
e ATE_FUN.2,
e AVA VAN.5
PP See [PP_EACwPACE]

Table 1 - ST reference

2.1.2 TOE reference

Developer name IDEMIA

Product name IDmove v5 on SCR404U

TOE name IDmove v5 on SCR404U in EAC with PACE configuration and LDSv2, AA in
option

Integrated Circuit See Table 3 - IC identification

Embedded Software Operating System Commercial Version SAAAAR: 098912
Operating System Unique Identifier: B7BC0108 with PACE-CAM or

E48C0108 without PACE-CAM

User Guidance documentation | Preparative Documentation: FQR 110 A110 Ed5 and FQR 110 A17E Ed1

Operational Documentation: FOR 110 A111 Ed3

Table 2 - TOE reference

2.1.3 IC identification

IC certificates See [IC_CERT]
IC public Security Target | See [IC_ST]

Table 3 - IC identification
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2.1.4 TOE Delivered Parts

Part of the TOE | Format Delivery Comment
Method
Integrated Circuit See [IC_ST]
Specific file The file contains all commands to be used to load
Embedded contqining APDUs Encrypted the embedded software. These. commands are
Software allowing the file in email alree_ldy fprmatted to ensure the integrity and the
embedded software confidentiality of the embedded software.
loading
Specific file If necessary qptional _Updated package can be
containing APDUS delivered. The file contains all updated packages for
Optional . Encrypted the Embedded software. The embedded software
allowing the o . ; . i
Updated Code o file in email | Update mechanism ensures the integrity and the
additional code ; o i
loading confidentiality of the addltlonal _code. .'I.'he updated
code need to be Common Criteria certified.
ID1 cards, wafers, Customer can ask for rising of the security of the
Final TOE modules, inlays, Secure delivery method.
ecovers, eDatapage | transport
or passeports
User Guidance . Encrypted -
Documentation Personalized pdf file ir?gmail

IDEMIA Certification Secure Elements

Table 4- TOE delivery parts
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2.2 TOE overview
2.2.1 Usage and major security features of the TOE

A State or Organisation issues travel documents to be used by the holder for international travel. The traveler
presents a travel document to the inspection system to prove his or her identity. The travel document in context of
this protection profile contains (i) visual (eye readable) biographical data and portrait of the holder, (ii) a separate
data summary (MRZ data) for visual and machine reading using OCR methods in the Machine readable zone (MRZ)
and (iii) data elements on the travel document’s chip according to LDS and LDS?2 in case of contactless machine
reading. The authentication of the traveler is based on (i) the possession of a valid travel document personalised
for a holder with the claimed identity as given on the biographical data page and (ii) biometrics using the reference
data stored in the travel document. The issuing State or Organisation ensures the authenticity of the data of genuine
travel documents. The receiving State trusts a genuine travel document of an issuing State or Organisation.

For this protection profile the travel document is viewed as unit of:

0] the physical part of the travel document in form of paper and/or plastic and chip. It presents
visual readable data including (but not limited to) personal data of the travel document holder
(a) the biographical data on the biographical data page of the travel document surface,
(b) the printed data in the Machine Readable Zone (MRZ) and
(c) the printed portrait.

(ii) the logical travel document as data of the travel document holder stored according to the
Logical Data Structure as defined in [ICAO_9303] as specified by ICAO on the contact based or
contactless integrated circuit. It presents contact based / contactless readable data including (but
not limited to) personal data of the travel document holder
(a) the digital Machine Readable Zone Data (digital MRZ data, EF.DG1),

(b) the digitized portraits (EF.DG2),

(c) the biometric reference data of finger(s) (EF.DG3) or iris image(s) (EF.DG4) or both
(d) the other data according to LDS (EF.DG5 to EF.DG16) and

(e) the Document Security Object (SOD).

The issuing State or Organisation implements security features of the travel document to maintain the authenticity
and integrity of the travel document and their data. The physical part of the travel document and the travel
document’s chip are identified by the Document Number.

The physical part of the travel document is protected by physical security measures (e.g. watermark, security
printing), logical (e.g. authentication keys of the travel document’s chip) and organisational security measures (e.g.
control of materials, personalisation procedures) [ICAO_9303]. These security measures can include the binding
of the travel document’s chip to the travel document.

The logical travel document is protected in authenticity and integrity by a digital signature created by the document
signer acting for the issuing State or Organisation and the security features of the travel document’s chip.

The ICAO defines in [ICAO_9303] the secure methods Passive Authentication and the optional advance security
methods Password Authenticated Connection Establishment (also defined in the former reference [ICAO_9303])
and alternatively Basic Access Control to the logical travel document. Other security methods are defined such as
Active Authentication of the travel document’s chip, Extended Access Control to and the Data Encryption of
sensitive biometrics as optional security measure.

This protection profile addresses the protection of the logical travel document (i) in integrity by write-only-once
access control and by physical means, and (ii) in confidentiality by the Extended Access Control Mechanism. This
protection profile addresses the Chip Authentication Version 1 described in [ICAO_9303] as an alternative to the
Active Authentication stated in [ICAO_9303].

If BAC is supported by the TOE, the travel document has to be evaluated and certified separately. This is due to
the fact that [PP_BAC] does only consider extended basic attack potential to the Basic Access Control Mechanism

(i.e. AVA_VAN.3).
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